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Software or |Windows Manual Updates? |Customizable |Runs Centralized Reporting Virtualization
C y Product Price Service? Versions? Detection Method(s)? Runs Unattended? |How Often? Scans? Conti Isly? | ? Capabilities? Support?
AppliCure Technologies dotDefender Contact Software for  |Windows Server Pattern recognition, session protection, |Integrates with the |Automatic; every |Yes Yes Central Predefined reports Yes
800-584-4888 dotDefender Monitor |vendor for end users; 2008, Server 2008 |[signature knowledgebase web server and few months management include executive,
www.applicure.com dotDefender |SaaS for 64-bit; Windows runs when active console for standard, and
pricing; hosting Server 2003, Server HTTP traffic is configuration, detailed; customized
dotDefender |providers 2003 64-bit processed monitoring, and reports available;
Monitor is free reporting dashboard shows
For web servers: IS immediate system
7.0,11S6.0 status
Check Point Software IPS Software Blade $3,000 Software Windows Server Firewall, signature-based detection, Yes Automatic or Yes Continuously, with |Yes Configurable, Yes
Technologies 2008, 2003 protocol RFC compliance checks, manual; weekly optional detect- actionable
866-488-6691 or 650-628- anomaly detection, brute-force only mode, which monitoring; tracks
2070 detection, protection evasion sets all or some of events through
www.checkpoint.com avoidance, network usage control, the protections to detailed reports and
Malicious Code Protector (inline detect but not logs (business—level
executable code analysis checks), DoS block traffic so views,
prevention user can evaluate multi-dimensional
profile without sorting, actionable
disruption event logs)
ESET ESET NOD32 Antivirus |From $40.99 |Software Windows Server Signature checking, firewall, behavior- |Yes Automatic; updates |Yes Continuously or Yes Reports on scan Yes
619-876-5400 4 per license per 2008 (32- and 64- |based, antispam, antispyware average 2-3 scheduled results, threat results,
www.eset.com year, for 5-10 bit), 2003 (32- and times/day; firewall logs, event
licenses, to 64-bit), 2000 Pro, schedule is user logs
$11.99 per 2000; Vista (32- and customizable
license per 64-bit); XP (32- and
year for 64-bit)
50,000+
licenses
GFI Software GFI EventsManager 1-9 nodes for |Software Windows Server Event log monitoring Yes Manual Yes Continuously or Yes Through a free add- |No
888-243-4329 servers, 2008, 2003, 2000; scheduled on report pack
www.gfi.com €220.00 per XP; SBS 2008, 2003
node; 10-24
nodes for
workstations,
€22.00 per
node
lonx Data Sentinel $350 (volume |Software Windows Server Comparison against baseline snapshot |No Manual; updates Yes No No HTML, CSV, XML, Yes
www.ionx.co.uk discounts 2003, 2000; XP Pro; |(file system and registry) released as email
available) NT 4.0 necessary or once
per year
Lan-Secure Security Center Lite Version, Both Windows 2008, Behavior-based Yes Manual; quarterly |Yes Yes Yes HTML, SQL, email, No
www.lan-secure.com $999; 2003; Vista, XP SNMP, Syslog
Enterprise
Version, price
is based on
number of
nodes
Microsoft Forefront Threat Contact Software Windows Server Multiple methods, including stateful Yes Continuously Yes; customers |Yes Yes Built-in, centralized

800-642-7676
www.microsoft.com

Management Gateway

vendor

2008 (64-bit)

inspection firewall, application layer
firewall, signature checking, and
behavior-based vulnerability signatures

updated through
signatures

can create
application
layer filters to
extend the
product

investigation through
Forefront codename
Stirling, and
customizable through
SQL Server




Safety-Lab Shadow Security From $499 Software Windows 7; Vista; |Database auditing, heuristic analysis |No Automatic or Yes Yes Yes HTML, PDF, XML No
www.safety-lab.com Scanner XP; 2003, 2000 manual; daily
StillSecure Safe Access Pricing ranges |Both All Stateful packet analysis, signature Yes Automatic; as often |Yes Yes Yes On-demand and Yes
303-381-3800 from $2,500 analysis, TCP stream reassembly as hourly automated scheduled
www.stillsecure.com for 50Mbps of analysis, protocol anomaly/behavior reporting

throughput to analysis, Layer-2 analysis, DoS/DDoS

$15,000 for detection

4Gbps of

throughput
Sourcefire SNORT Free Software All Rules-based with anomaly detection Yes Manual; weekly Yes Continuously or Third-party Third-party reporting |Yes
800-917-4134 scheduled management

Sourcefire 3D System |Depends on  |Software All Rules, anomaly detection, network Yes Automatic or Yes Yes Yes Full-featured Yes

configuration

behavior analysis

manual; weekly

reporting engine




