
including dialers, hijackers, and system
monitors, such as keystroke loggers. The
spyware I tested included abcsearch4u,
550Access toolbar, Track4Win, pinfo dialer,
FindWhateverNow, CoolWeb search, Chat
Blocker, Activity Monitor 2002, SpyBuddy,
DialerClub, and Mysearchpage.

From each antispyware product’s cen-
tralized console, I scanned the infected
client to see how well the product detected
and cleaned the infested system. After the
initial scan, I rebooted the infected system
and used the same product to scan again.

All three products disabled all spyware
on the test system. Spy Sweeper detected
and silently removed all infections. Counter-
Spy’s real-time protection lit up the console
like a Christmas tree after the reboot, catch-
ing multiple attempts to reinfect. The Trend

I reviewed Sunbelt Software’s Counter-
Spy Enterprise, Trend Micro Anti-Spyware
Enterprise Edition, and Webroot Spy
Sweeper Enterprise. Targeted at midsized-
to-large businesses with more than 50 seats,
these products include enterprise features
such as centralized configuration, remote
client deployment and management, and
reporting and alerting. (See Table 1 for a
comparison of the products’ key features.)

For this review, I compared product
usability and effectiveness at finding and
removing spyware. My tests included using
the products to deploy agents, scan remote
clients, and remove all found threats.

My test system was a computer running
Windows XP Service Pack 2 (SP2) with all
security patches installed. I loaded the sys-
tem with all sorts of spyware and adware,

Micro product’s prompt message told me to
restart the client to fully clean it, hinting at
Anti-Spyware Enterprise’s ability to clean
locked files. Although only Trend Micro’s
product actually prompted me to reboot,
every product required several reboots and
scans to fully clean the system.

CounterSpy Enterprise
Sunbelt Software’s CounterSpy Enterprise
provides centralized spyware scanning and
real-time protection at a low price. Every-
thing you need to manage your agents, poli-
cies, quarantine, and reports is just a few
clicks away from the main screen. The
Win32-based console is easy to use, but it
seems geared to managing small numbers
of clients and lacks some features that I

Sunbelt Software Trend Micro Anti-Spyware Webroot Spy Sweeper 
CounterSpy Enterprise Enterprise Edition Enterprise

Server platform Windows Server 2003, Windows Windows 2003, Win2K, or Win2K Windows 2003, XP, Win2K
XP Professional Edition, Windows Advanced Server SP4
2000 Server Service Pack 2  
(SP2) or later, Windows 2000 
Professional SP2 or later 

Client platform Windows 2003, XP Pro, Windows Windows 2003, XP, Win2K Server, Windows 2003, XP, Win2K, NT Server 
XP Home Edition, Win2K Server SP2 Win2K Pro 4.0, Windows Me, Win98SE
or later, Win2K Pro SP2 or later, 
Windows NT Server 4.0 SP6 or later, 
Windows 98 Second Edition  
(Win98SE), Windows Me 

Administrative console Win32 application IIS or Apache-based Web page Web server via IE 6.0 or later

Threat research database Sunbelt Spyware Research Team, TrendLabs Webroot Threat Research Team using 
ThreatNet Community; Microsoft Phileas bots
spyware research group 

Database support Microsoft SQL Server, Microsoft MySQL SQL Server, Elevate Software’s DBISAM
Access 

Client features Scan, reset data, remove, report No visible client Local configuration of most scanning options

Real-time protection Active Protection Monitoring lets Active Application Monitoring lets Smart Shields watch over Windows, IE, 
you monitor 35 Windows, network, you allow, deny, or prompt for security startup, ad sites, HOSTS file, 
and Microsoft Internet Explorer suspicious executables and spyware installation settings
(IE)-related settings

Client deployment methods Windows Installer (.msi), .exe, .msi, automatic domain push .msi, .exe, NetBIOS
push-pull to client using computer 
name, IP address, network  
browsing, AD 

Spyware actions Ignore, Report Only, Quarantine, Scan, Clean, Restore Log only, Quarantine, Delete
Delete

Centralized ad Yes Yes Yes
hoc and scheduled 
real-time sweeps

Reporting Seven built-in Crystal Report Five reports show current and cleaned Nine reports, including executive 
reports exportable to .pdf file,  threats and an event log summaries, spy reports, status updates; 
Excel, Word supports PDF

External alerting Email alerts Not in tested version Email alerts 

Remote management Yes, via Win32 client Yes, via Web browser Yes, via Web browser

Features ComparisonTable 1:
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